














































































































plan and associated timeline or a request for funding and assistance to close down the

cybersecurity risk. By updating policy in regards to continuous monitoring, standing up

functionally based CSSPs to address defense-in-depth, establishing a DOD-wide CYBERCON

for various system platforms, and mandating compliance with the most critical controls, the

DOD will drive down all five primary NIST functions in AFSPC and the DOD from a high water

mark of “Very High” to a high water mark of “Low” as indicated by the stars in table 13.

LIKELIHOOD

Rc

Very

Low | Low | Mod | High | High
IMPACT

LIKELIHOOD

Rc
e
Very
Low | Low | Mod | High | High
IMPACT

Table 13. Risk Assessment Baseline (left) and COA 3 Impact (right)
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SECTION 6: RECOMMENDATION

An analysis of alternatives shows either no change in the cybersecurity attack-surface, to
reducing the attack-surface from the high water mark of “Very High” risk to “Moderate” risk
under the AFSPC solution, to reducing the attack-surface from the high water mark from “Very
High” risk to “Low” risk under the DOD Enterprise-wide solution. While one may immediately
point to the DoD Enterprise-wide solution as the recommendation based on the high-water mark
of risk being “Low” vice “Moderate,” AFSPC cannot afford to wait on the mid to long-term
solution and the DOD to possibly implement these changes across all services. The AFSPC
Commander understands the current risk to US mission systems and knows the DOD has an
overall cyber strategy to guide the development of its cyber forces to strengthen US cyber
deterrence posture by establishing 130 National Mission Teams, Cyber Protection Teams and
Support Teams by CY18. That is why General John E. Hyten, AFSPC/CC, has moved out and
announced the command’s Space Enterprise Vision study in effort “to make the nation’s national
security space enterprise more resilient” as “most US military space systems were not designed
with threats in mind, and were built for long-term functionality and efficiency, with some
systems operating for decades in some cases.”** The Space Enterprise Vision “accounts for the
increasing threat to space systems, and provides a vision for how the Air Force should build a
force responsive to that threat” and describes an “integrated approach across all space mission
areas, coupling the delivery of space mission effects to the warfighter with the ability to protect
and defend space capabilities against emerging threats.>® COA 2 aligns with the AFSPC
Commander’s Space Enterprise Vision and modifies policy to account for continuous monitoring
by establishing defensive cyber operators in AFSPC communications squadrons to provide 24/7

monitoring and reporting of increased threats to space systems. COA 2 also establishes Tier 11
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CSSPs to address the Space Enterprise Vision of an integrated approach across all space mission
areas and calls for the development of a MAJCOM wide CYBERCON to announce a change in
threat and activate procedures for cybersecurity professionals to implement to protect and defend
space capabilities against emerging threats. Finally, COA 2 addresses the most critical controls
to ensure space mission effects to the warfighter are not interrupted or degraded. COA 2 is the
short to mid-term solution to secure AFSPC mission systems for the warfighter now until the
mid to long-term solution and the Space Enterprise Vision is developed and delivered to

“maintain our nation’s ability to deliver critical space efforts throughout all phases of conflict.”
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SECTION 7: CONCLUSION

AFSPC must reduce the cybersecurity attack-surface for the nearly 250 space based systems
by implementing cybersecurity to deter both adversarial nation-states and non-state actors from
hindering the Air Force’s ability to fly, fight, and win in air, space, and cyberspace. To deflect
the thousands of cyber-attacks on AFSPC mission systems every day and to fulfill the AFSPC
MISSION of “providing resilient and affordable space and cyberspace capabilities for the joint
force and the Nation,” AFSPC must utilize its communication’s squadron Airmen to establish a
24/7 continuous monitoring capability to halt and report anomalies up the CYBER Command
chain of command.®” Additionally, these same Airmen will serve as cybersecurity professionals
in Tier Il CSSPs to provide defense-in-depth for space and cyberspace capabilities across the
globe and team up with Airmen in the intelligence field who will deliver real-time threat data to
influence the AFSPC CYBERCON decisions that will immediately reduce the cybersecurity
attack-surface. Together, these Airman will fulfill the AFSPC VISION of “One team —
innovative Airman fighting and delivering integrated multi-domain combat effects across the
globe.”® Finally, to meet AFSPC PRIORITIES of; “(1) Win today’s fight, (2) Prepare for
tomorrow’s fight, and (3) Take care of US Airmen and Families,” cybersecurity professionals
must identify and implement the most critical RMF controls, objectives, and attributes.*® By
implementing the most critical controls, objectives and attributes to deter the very real
cybersecurity threat effecting today’s fight, and preparing for tomorrow’s fight through the
AFSPC Commanders Space Enterprise Vision, AFSPC will ensure the cybersecurity attack-
surface is significantly reduced to ensure Airmen, their families, and the warfighter is taken care

of and supported to the fullest extent possible.
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